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https://www.torproject.org

« Tor Project | Anonymity

= = & torproject.org

d)' Donate Now About Documentation Support Community Blog Donate English (en) = | Download Tor Browser ¥

Browse Privately.

Explore Freely.

Defend yourself against tracking and surveillance. Circumvent censorship.

Download Tor Browser

A8 3 5bls 355 Jolo it lal Ly 1, 0T oms 16

& Tor Project | Download +
& ¢ o ]

I ' English (en) =

torproject.org s 1 IN @O & -

Defend yourselr.

Protect yourself against tracking, surveillance, and censorship.

- .
L] [ ¢

Download for Windows Download for 0S X Download for Linux Download for Android

Signature @ signature @ Signature @

Download in another language or platform Download the latest alpha build Download Tor Source Code
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Establishing a Connection

Tf | Browser

Negotiating with a Tor relay

For assistance, visit support.torproject.org/#connectingtotor

Cancel
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About Tor X +

(] B T S Search or enter address

D See what's new

in Tor Browser

A

Resist the surveillance pondemic.

G Search with DuckDuckGo
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Connect to Tor

Click *Connect” to connect to Tor.

Click “Configure” to adjust network settings if you are in a country that censors Tor (such as Egypt,
China, Turkey) or if you are connecting from a private network that requires a proxy.

Connect Configure

For assistance, visit support.torproject.org/#connectingtotor

Quit
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Tor Network Settings

% Tor is censored in my country

0 Select a built-in bridge @  obfs4 v

Request a bridge from torproject.org

Provide a bridge | know

| use a proxy to connect to the Internet @

For assistance, visit support.torproject.orgfconnectingtotor

Quit Back Connect
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Tor Network Settings

2 Tor is censored in my country

Select a built-in bridge &
O Request a bridge from torproject.org

Fequest a Bridge...

Provide a bridge | know

| use a proxy to connect to the Internet @

For assistance, visit support.torproject.org/#connectingtotor

Quit Back Connect
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« BridgeDB

G @ t ridges.torproject.org

BridgeDB Language=  The Tor Project

Stepl Download Tor Browser

Step2 Get bridges

Step3 Now add the bridges to Tor Browser

A


https://bridges.torproject.org/

L5 KK Get Bridges «Ss s, Advanced Options cu.d s

¢ BridgeDB

= c @ 0, torproject.org

BridgeDB Language~  The Tor Project

Get Bridges!

BridgeDB can provide bridges with several types of Pluggable Transports, which can help

obfuscate your connections to the Tor Network, making it more difficult for anyone
watching your internet traffic to determine that you are using Tor.

Some bridges with IPv6 addresses are also available, though some Pluggable Transports
aren't IPvé compatible.

Additionally, BridgeDB has plenty of plain-ol-vanilla bridges — without any Pluggable
Transports — which maybe doesn't sound as cool, but they can still help to circumvent
internet censorship in many cases.

Just give me bridges!

Advanced Options

Please select options for bridge type:

Do you need a Pluggable Transport? Do you need IPvé addresses?

obfs4 I Yes!

Get Bridges




A Bridge lew sl cad o b oS =1, S

¢ BridgeDB

(5 c @ / torproject.org ¢ f : ves IN GO & - =

BridgeDB Language~ The Tor Project

Here are your bridge lines:

obfs4 185.220.101.156:12346 26AE211EB6EF3D10D13436884029D1CC236F3582 «
obfs4 185.163.47.244:37352 B680AADZA9AF386AF6FEE401D2ESBFOZBFDI8DE3 ce

oo
E Select All EM™ Show QRCode

How to start using your bridges

First, you need to download Tor Browser. Qur Tor Browser User Manual explains how
you can add your bridges to Tor Browser. If you are using Windows, Linux, or OS X,
click here to learn more. If you are using Android, click here.
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Tor Network Settings

%4 Tor is censored in my country

Select a built-in bridge @

Request a bridge from torproject.org
O Provide a bridge | know
Enter bridge information from a trusted source.

obfs4 185.220.101.156:12346 26AEZ211EB6EF3D10D13436884029D1CC236F3582 ce
obfs4 185.163.47.244:37352 8680AA02A9AF386AF6FBE401D2ESEFO2BFD38DE3 ce

| use a proxy to connect to the Internet @

For assistance, visit support.torproject.org/#connectingtotor

Copy Tor Log To Clipboard Quit Back Connect

Aoy yConnect 4l s o bgs 5 S Sl | VPN & Jlssl

Y§
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get transport obfs4

What are bridges?

Bridges are Tor relays that help you circumvent censorship.

| need an alternative way of getting bridges!

Another way to get bridges is to send an email to bridges@torproject.org. Leave the
email subject empty and write "get transport obfs4" in the email's message body. Please
note that you must send the email using an address from one of the following email
providers: Riseup or Gmail.

Yo
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What Is My IP? - Seeyo X+
“— G & whatismyip.com

WhatlsMylP.com

My Public IPv4 is: Recent Articles
51.77.150.44 What is Spyware?
Spyware is, in short, undesired
Location: Roubaix, HDF software that enters your
FR E computer with destructive intent.
You may not even know that it's
ISP: OVH SAS present on your computer.

M 1P Inf i Social Media Content
y [P Information Ownership of What You

Post
IP Address Lookup

When you post on social media,

you are not only sharing content

with the Internet publicly. You're

also granting certain permissions
to the platforms you post on.

See More Recent Articles
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Electrum Testnet 4.0.6 - default wallet [standard]
File Wallet View Tools Help

- History ¢ Send  Receive Channels

Date ~ Description Amount Balance

Balance: 0. mBTC s 0. mBTC
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Electrum Testnet 4.0.6 - default wallet [standard]
Eile Wallet View Tools Help

- History # Send * Receive Channels

Date ~ Description Amount Balance

%
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Balance: 0. mBTC 5 0. mBTC
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Overview Proxy

V| § Use Tor proxy at port 9150

V| Use proxy 7
S0CKs5 - | (127.0.0.1 9150

Proxy user Pass...

I
Close
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Electrum Testnet 4.0.6 - default wallet [standard]
File Wallet View Tools Help

_ History ¢ Send * Receive Channels

Date ~ Description Amount Balance

Balance: 0. mBTC 5 0. mBTC
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Overview | Proxy

Status: Connected to 7 nodes. 7

V| Select server automatically ?

Server: T

Blockchain: 1905078 blocks 7

Server Height

= Connected nodes
testnet.gtornado.com:51002 1905078
electrum.blockstream.info: 60002 * 1905078
blockstream.info:993 1905078
tn.not.fyi:55002 1905078
testnet.hsmiths.com:53012 1905078
testnet.aranguren.org:51002 1905078
wgzwu3vg3isdwayx.onion:531002 1905078

~ Other known servers
bitcoin.cluelessperson.com:51002
hsmithsxurybd7uh.onion:53012
testnetl.bauerj.eu:50002
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